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Introduction
Mobile devices are becoming more ubiquitous every day. According to 

Gartner, worldwide sales of smartphones to end users totaled 968 million 

units in 2013; an increase of 42.3 percent from 2012. Sales of smartphones 

accounted for 53.6 percent of overall mobile phone sales in 2013, and 

exceeded annual sales of feature phones for the first time. Looking ahead, 

research agency IDC predicts that by 2017 total smartphone shipments 

will reach 1.7 billion units. 

Smartphones have contributed greatly to mobility but at the same time 

have led to new challenges with regard to security and authentication. 

Today, the traditional user id and password are hardly suitable anymore, 

with many people on the move instead of behind their wired PC at the 

office. In addition, as more and more people are constantly on the move, 

the need for reliable digital signing of documents is growing.

Organizations have tried to improve authentication security with 

technologies such as SMS authentication, OTP tokens, and smart cards 

(including middleware), which do provide more security but also increase 

the complexity of internal IT systems and in certain cases require 

cumbersome management. In addition, these technologies barely meet 

user expectations with regard to ease of use. Mobile multifactor security 

is the latest in safe and secure authentication and promises to overcome 

the disadvantages of traditional approaches.

This paper describes mobile multifactor security as the new, user-friendly 

and secure way for authentication and digital signing. This is illustrated 

by describing how AET Europe’s ConsentID solution works. ConsentID 

is a mobile multifactor security solution, which enables a user to use a 

mobile phone, tablet, PC or laptop for authentication and digital signing of 

documents. Simplicity and ease of use are key in this solution. The only 

thing an end user needs is a mobile phone/tablet and a personal PIN.

“Smartphones will con-
tinue to ship in high 
volumes, surpassing 

1.4 billion units in 2015 
and accounting for 69% 
of all smart connected 

device shipments world-
wide.”

“Looking forward, the 
worldwide smart con-
nected device space 

will continue to surge, 
with overall shipments 

surpassing 2 billion 
units by the end of 2015 
with a market value of 

$735.1 billion.”

Source: IDC Worldwide Quarterly 
Smart Connected Device Tracker, 

September 11, 2013.
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Whenever we want 
access to a  

computer system, an 
application or data, 

we need to  
authenticate  

ourselves.

Security Concepts
There are various solutions on the market that can be used for authentication. However, in an increasingly digital 

world, the need for solutions that go further and can also be deployed for generating legally binding signatures 

and/or for ensuring privacy protection is also growing.     

    

Authentication
Whenever we want access to a computer system, an application or data, we need to authenticate ourselves. 

Traditionally, this is done by means of a user name and password. This combination for authenticating a user is 

commonly regarded as the weakest method. If not prompted otherwise, users will select an easy to remember 

password. In addition, cyber criminals have been developing methods such as phishing to entice users to provide 

their credentials. 

In many industries, especially those where data security is regulated by strict compliance rules, this has led to the 

deployment of multifactor authentication, which provides a higher level of security. This way of authentication 

combines something a user knows, for example a password or PIN, and something a user has, for example a 

hardware OTP token or a smart card. Only with the combination of what he knows and what he has, a user can 

get access to a system. A cyber criminal acquiring the user’s id and password, still cannot get access without the 

token or smart card.

Multifactor authentication
Hardware (OTP) tokens, SMS authentication and smart cards today are the most used means for multifactor 

authentication. 
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Multifactor  
security: 

Only with the  
combination of what 
he knows and what 
he has, a user can 

get access to a  
system.

OTP
A hardware token generates a One Time Password (OTP), when a user wants to log on to an application. The user 

needs to enter the OTP which is then checked by the central system. OTP tokens do in fact provide additional 

security, but on the other hand also have clear disadvantages. A user needs to bring the token at all times, but many 

people regularly forget to bring the device which leads to more calls to the organization’s help desk. Sometimes 

tokens are lost or get broken, and need to be replaced regularly, leading to extra cost. Back office systems often 

need to be adapted to support the use of OTP tokens, and long response codes have to be entered manually by the 

user, which is not very convenient and easily results in faulty entry. OPT tokens also need extensive management 

by the IT department, which translates into higher costs. 

SMS authentication
With SMS based authentication, a user gets an SMS with a number with which he can authenticate himself when 

logging on to an application. This type of authentication has a number of issues, including delay in SMS delivery, 

network unavailability and a low level of security. Although many SMS messages are transferred in seconds, it is 

very common to congest somewhere on the different network cells. That can produce delays from several minutes 

to a few hours. In addition, mobile phone networks are not always available, particularly in case of underground 

locations, computer rooms or while on foreign travel usage etc.

 

Moreover, SMS authentication can be a low security option in case of coverage of multiple operators in roaming. 

Furthermore, malware on a user’s phone can intercept an SMS message and forward it to an attacker. Finally, a 

user has to enter the SMS code manually. When codes are long with the purpose of providing a higher level of 

security, the use of SMS authentication can be very cumbersome.
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Smart cards (combined with middleware)
Smart cards, combined with middleware, are also widely deployed for multifactor authentication. This solution 

offers various capabilities. However, in certain cases smart cards can be difficult to deploy and manage. An 

example is a telebanking solution in which a bank has to support clients with different kinds of platforms and 

browsers. In addition, the bank’s clients may not have the right technical understanding to install and manage this 

solution, which will result in more calls to the help desk and as a result, higher costs.

Non-repudiation and legally binding signatures
With an increasingly mobile workforce, digital signing of documents is becoming more important. On the one 

hand, the person who sends a contract or other official document wants to make sure it is signed by someone 

who is authorized to do so. On the other hand, the person who signs the document wants to be sure that the 

document he signs, has not or will not be changed. Traditional authentication approaches like OTP and SMS 

authentication cannot solve this problem. Only with a digital signature, non-repudiation and document integrity 

can be guaranteed. 

Privacy protection
Today, privacy is high on the agenda. More and more, people are reluctant to share personal information, unless 

it is strictly necessary. Therefore, the need for authentication solutions that address this trend is growing. These 

solutions are for example able to establish if a person is older than 18 or is enrolled in a university, without the need 

for the person to disclose personal information, such as name, address , date of birth, etc.
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The key to revolutionizing Mobile Security
In view of the inherent disadvantages of multifactor authentication, the security industry has been turning to 

mobility as a possible new means for secure access to applications and facilities. Obviously, the mobile arena 

offers many possibilities for authentication. First of all, almost everyone owns a mobile phone. In recent years, 

smartphones have become widely popular, enabling users not only to make calls or send text messages, but also 

to use apps and be online all the time. Secondly, most people are used to having their phone with them all the time. 

Mobile phones have become an integral part of every day life. 

Thirdly, modern mobile phones are extremely user-friendly. They are intuitive and require no training whatsoever 

to use. Appification in this respect has led to the widespread availability of easy to use apps for small, specific 

tasks. Fourthly, a smartphone can be used anywhere in the world, either through 3G or 4G networks or WiFi. These 

factors make the mobile phone the ideal device for multifactor security..  

ConsentID Identity Provider
ConsentID Identity Provider is AET Europe’s mobile multifactor authentication, digital signing and privacy 

protection solution, which is based on the company’s extensive knowledge and experience in advanced security 

technologies. ConsentID is built on the premise that a user should be in charge and must be able to give his 

consent, when accessing an application, requiring access to a facility or signing a document. The solution is 

suitable for any device, be it mobile or fixed. It is especially suited for mobile devices, addressing the need for 

access anytime anywhere. 
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How it works 
The ConsentID platform consists of a ConsentID server, which either can 

be implemented on premise or used as a PaaS solution (Platform as a 

Service), the ConsentID app and a software development kit for connecting 

the application with the ConsentID Server.

 

When a user wants access to a business application he enters the user 

name in the required field of for example an online banking application.

The application will send a message to the ConsentID server, stating that 

a certain user wants to have access to the application. 

The ConsentID server sends a challenge to the user’s app, asking if he is 

actually requesting access. 

If the user consents to the access request, the challenge is signed, and 

the response is sent to the ConsentID server which sends a message back 

to the application that the user is positively authenticated and may be 

granted access.

The only thing the user needs to remember is his user name and PIN to 

sign the challenge. For access, a mobile device with the certificate and a 

ConsentID app is required. In most cases this will be a smartphone, but 

one can also use a tablet, PC or laptop. ConsentID can be used not only for 

authentication but also for signing off transactions or documents, with full 

legal value, using qualified certificates.

User wants access to 
an application.

Enter the user name in the 
required field of the application.

The application will send a 
message to the ConsentID 

server.

The user enters his PIN on the 
phone.

The ConsentID Server will send a  
(push) message to the phone.

The user gets access to the 
application on the PC. 

1

2

3

4

5

6

USER NAME
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Enrollment
When a new user is registered on the ConsentID server, he needs to install 

the ConsentID app on the device. 

The user has received a user name at registration and receives an activation 

code, for example by traditional mail, and can use them to authenticate to 

the app at first use. 

After logging on to the app for the first time, a security certificate is placed 

on the device or on a secure element such as a smart card, which not 

only offers maximum security but also addresses the legal regulations on 

digitally signing papers or contracts. 

Support for pre-enrolled smart cards is also possible.

 

ConsentID – Characteristics
• Maximum multifactor authentication – Consent ID’s technology is 

based on the latest insights in data security. With this platform, only the 

user knows the right PIN and secret credentials are stored on a private 

device. 

• Easy integration with existing infrastructures. The ConsentID server 

can easily be integrated with existing applications or application 

infrastructures and can also be used in combination with for example 

an existing PKI infrastructure, that issues qualified and non qualified 

electronic signatures. 

• Scalable. The ConsentID platform is highly scalable and is able to 

support millions of users.

• Available on premise and as a subscription based PaaS solution 

(Platform as a Service).

• Fully device, platform, and browser independent.

User is registered.

User receives a user name by 
email and an activation code per 

regular mail.

User downloads the ConsentID 
app on his phone.

User enters the user name and 
activation code.

User enters a self chosen PIN.

Phone communicates with 
ConsentID Server and receives a 

digital certificate.

USER 
NAME 

1

2

3

5

6

4

ACTIVATION CODE

USER NAME
 

CODE 
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Advantages
ConsentID is unique through its combination of high quality security, easy integration, and independency of any 

technology. This means that organizations that deploy ConsentID profit from:

• Non-repudiation. Only the individual user knows his PIN and owns the phone with the certificate. Therefore 

consent is (legally) binding and irrevocable. As user name and signed challenge are transmitted via different 

channels, and the private part of the certificate never leaves the phone, ‘man in the middle’ and similar cyber 

attacks can be ruled out. 

• Ease of use. A user only needs to remember his user name and PIN and have the authentication device – in most 

cases the mobile phone – at hand. Authentication is possible through an intuitive, familiar app. 

• ConsentID will work with any device, any OS and any browser without the need of adapting applications or 

systems, reducing IT support costs. Traditional multifactor authentication generally does require modifications 

to systems or are limited to specific operating systems or browsers.

• Privacy Protection. Users can authenticate themselves without the need of having to provide personal 

information.

• Quick deployment. The PaaS solution offers flexibility and cost savings for organizations that lack the resources 

to invest in systems and knowledge of multifactor authentication or want to focus on their core business.

 • User freedom. The user can be anywhere and interact with the system as long as he has his phone or tablet.
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ConsentID has spe-
cific advantages for 
organizations with 
strict compliancy 

rules or high privacy 
standards.

Use cases
ConsentID is widely deployable in many industries. The solution however has specific advantages for organizations 

with strict compliancy rules or high privacy standards such as financial services providers, health care organizations, 

cloud service providers and government organizations.

In health care for example, the solution not only supports secure access for health workers to patient files from 

any location, but also enables patients themselves to securely access their own medical records in the cloud from 

home or any other location. 

For financial services providers, mobile multifactor authentication provides additional advantages through its 

capabilities of signing documents in a legally binding way via the ConsentID app. Workflows can be created to store 

signed documents and contracts digitally, thereby saving physical storage space and facilitating easy retrieval.

Governments are increasingly looking for ways to offer more digital services to citizens. By doing so, they not only 

boost internal efficiency but also address trends such as digitization of processes. Citizens need to authenticate 

themselves more often, for example when applying for a passport or filing their digitally signed tax returns, which 

needs a legally binding signature. ConsentID enables government organizations to provide safe and secure access 

to back office systems. 

Cloud service providers can use ConsentID to improve the security of their cloud offerings. Today, in most cases, 

they still deploy the traditional user-id and password approach. With more and more personal information stored 

in cloud applications, this is hardly secure anymore. 
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Want to know more?
Relying on us, you secure your world  in a user friendly and innovative way. 

If you want to know how we can help you, contact us and discover more on 

our webpage www.aeteurope.com or at sales@aeteurope.nl.

A demonstration is available on request.

AET Europe 
No matter who you are or what you do; there is always a specific world 

you want, or need to access. AET makes this possible by creating the 

perfect technological solution in user identification, authentication and 

authorization: unlimited access, twenty-four/seven.

We do not only believe your world should be accessible anytime. We are 

also determined to make this access easy and secure. At a time when 

almost everything is digital, security has become our main focus. By 

creating unlimited, secure and convenient access to your world, we ensure 

that you have the power to control your own world. You, and nobody else.

In devising the best technological solutions, we need to be fast, smart 

and inventive. So that’s exactly what we are. We are also passionate: 

about technology; about our business; about the possibility of providing 

convenient access to different worlds.

In our vision, everyone can benefit from the technology we offer. Because 

everyone deserves reliable, safe and unlimited access to the world he or 

she wants to enter. Which world do you want to access?
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A.E.T. Europe B.V. 
IJsselburcht 3 
NL-6825 BS Arnhem
The Netherlands

Phone     +31 26 365 33 50 
Email       sales@aeteurope.nl

www.aeteurope.com


